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Design and implementation a FPGA-based true random number generator

ZHANG Cong, YU Zhong-chen
(Beijing Embedded System Key Lab, Beijing University of Technology, Beijing 100124, China)

Abstract: A FPGA-based true random number generator (TRNG) is presented in this paper. The design utilizes a pair of
oscillators that are permitted to free-run. At some point, the free-running oscillators are coerced to match states via a
bi-stable device. Metastability and oscillator drift and jitter are two possible causes of randomness, and a linear feedback
shift register (LFSR) is used to as post-processing. In the tests on Xilinx Virtex-5 physical platform, the effects of the design
parameters, such as the number of oscillators and sampling frequency, are discussed. The result of DIEHARD suite tests

for randomness indicates that the performance of the random sequence of the TRNG meets the requirement. Since the

TRNG only uses common logic unites, it can be quickly transplanted to the ASIC design and shorten the development

cycle.
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Tab. 1 Test result of different number of oscillator

P-value
N=15 N =19 N=27 N =39
0.728 235 0.442 170 0.230 892 0.582 145

Test

Birthday Spacing
Overlapping
S-permutation

Binary Rank 31x31 0.660 371 0.337 681 0.577 720 0.835 246
Binary Rank 32x32 0.935 259 0.411 223 0.978 785 0.963 681

0.723 314 0.573 830 0.150 224 0.653 355

Binary Rank 6x8  1.000 000 1.000 000 1.000 000 0.813 708
Bit stream 1.000 000 1.000 000 0.890 200 0.580 210
0PSO 1.000 000 1.000 000 0.989 800 0.594 100
00S0 1.000 000 1.000 000 0.988 200 0.521 200
DNA 1.000 000 1.000 000 0.970 000 0.638 700
Stream of bytes 1.000 000 1.000 000 1.000 000 0.964 383
Count-The-1

Specific bytes 1.000 000 1.000 000 1.000 000 0.746 921
Conut-The-1

0.359 118 0.644 878 0.666 851 0.828 668
0.410 437 0.375076 0.149 517 0.743 388
0.654 918 0.174 606 0.744 797  0.069 999
1.000 000  1.000 000 0.998 682 0.789 090
0.326 859 0.686 135 0.109 606 0.195 026
0.868 715 0.352 910 0.200 281 0.319 496
0.963 565 0.598 274 0.540 114 0.146 326
Craps 0.922 008 0.626 522 0.407 112 0.450 501
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Parking Lot
Minimum Distance
3D Spheres
Squeeze
Overlapping Sums
Runs up

Runs down
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Tab. 2 Test result of different sampling frequency

P-value
f.=32 MHz f.=16 MHz f.=8 MHz f.=2 MHz
0.307 091 0.479 600 0.360 894 0.520 010

Test

Birthday Spacing
Overlapping
S-permutation
Binary Rank 31x31
Binary Rank 32x32
Binary Rank 6x8

0.138 627 0.912 908 0.460 020 0.159 915

0.998 594 0.702 277 0.689 345 0.366 537
0.478 827 0.495 350 0.638 612 0.340 895
0.832 741 0.833 368 0.983 740 0.140 908

Bit stream 0.554 520 0.673 710 0.319 870 0.125 970
0PSO 0.299 700 0.377 700 0.601 600 0.688 600
000 0.193 400 0.386 200 0.377 100 0.674 800
DNA 0.387 000 0.259 800 0.562 900 0.216 000
Stream of bytes 0.549 834 0.620 547 0.366 430 0.262 596
Count-The-1

Specific bytes 0.408 254  0.665 905 0.467 708 0.673 911
Conut-The-1

0.485 422 0.857 314 0.436 712 0.880 404
0.185 601 0.113 618 0.598 913 0.814 288
0.336 313  0.433 047 0.022 821 0.564 009
0.846 001 0.482 508 0.290 779 0.947 326
0.175 234 0.216 132 0.559 449 0.590 358

Parking Lot
Minimum Distance
3D Spheres
Squeeze

Overlapping Sums

Runs up 0.338 215 0.079 644 0.466 560 0.403 556
Runs down 0.291 810 0.697 394 0.758 464 0.801 223
Craps 0.817 611 0.611 785 0.312 742 0.375 999
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